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- Céc co quan, ban, nganh, doan thé thi x4,
- Uy ban nhén dan céc xa, phuong.

" Thoi gian qua, trén dia ban tinh Phu Yén néi chung, thi x& Déng Hoa noi
riéng, hoat dong cua toi pham ltra dao chiém doat tai san trén mang vién thong,
mang internet dién bién rat phuc tap, véi nhiéu thu doan mai, tinh vi, gay nhiéu
thiét hai cho ngudi dan, buc xuc trong du luan xa hoi. Thu doan pham tdi phé
bién 1a: Két ban lanr quen qua mang Xxa hoi (facebook, zalo...), hira hen tinh cam_
yéu duong, tang qua rdi Itra dao; chiém quyén quan tri (hack) hodc gia lap cac
tai khoan mang xa hdi cuia nguoi dan roi nhén tin, Ira gat nguoi than quen cua
chu tai khoan chuyén tién va chiém doat; tao 1ap cac website san giao dich tai
chinh, throng mai dién tir, chimg khoan qubc té dé 16i kéo ngudi dan tham gia
dau tu, sau d6 can thiép vao hé théng dé chiém doat s6 tién cua nguoi tham gia;
dang thong tin gia mao vé cac hoan canh kho khan dé van dong quyén gop roi
chiém doat s6 tién huy dong duoc... Theo théng ké, thoi gian trude, trong va sau
Tét Nguyén Péan Gidp Thin nam 2024, trén dia ban thi xa Dong Hoa xay ra 03
vu lura dao chiém doat tai san trén khong gian mang, thiét hai téng s6 tién hon

. 500 triéu dong. . : -

Qua theo doi, n&m tinh hinh, ¢6 03 nhém Ira dao chinh (gia mao thuong
hiéu, chiém doat tai khodn va cde hinh thiec két hop khdc) v6i 24 hinh thie Itra
dao dang dién ra trén khéng gian mang, huéng vao cac nhém dbi tuong: Ngudi
cao tubdi, tré em, sinh vién/thanh nién, céng nhan/nguoi lao dong, nhan vién vén
phong, gbém:

(1) Combo du lich gia ré: Lua dao chiém doat tién bac, thong tin ca nhén
qua céc hinh thuc bay mua dich vu du lich tron go1.

(2) Cudc goi video deepfake, deepvoice: Cac dbi tuong sir dung cong nghe
tri tué nhén tao (47) dé tao ra nhiing video hodc hinh anh gia, sao chép chan
dung nhim tao ra cac doan video gia ngudi than, ban be dé thuc hién céc cudc
goi ltra dao truc tuyén.

(3) Gia mao bién lai chuyén tién thanh cong: Céac ddi tuong ltra nan nhan
mua hang s6 lugng 16n trén mang xa hoi; l]am gia bién lai chuyén tién thanh
cong bang phﬁn mém.
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(4) Gia nhan Vlen y te béo ngudi than dang cép cu'u Goi dién thoa1 thong
b4o ngudi than dang nam cip ctru trong bénh vién, yéu cAu chuyén tién md gip.

(5) Tuyén ngudi miu nhi: Loi dung mang x3 hoi tiép cén, dl_,} dd céac bic
phu huynh cé con nhé ding ky ing tuyén nguoi miu nhi. Yéu ciu nan nhén
déng nhiéu loai phi hodc huéng din lam nhiém vy qua mang.

(6) Théng bao “khéa sim” vi chua chudn héa thué bao: Céc déi tuong goi
dién théng béo khoéa dich vu vién théng. Nan nhan lam theo huéng dan s& mét
thong tin ca nhén, thong tin tai khoan ngén hang...

(7) Gia danh cong ty tai chinh: Cung cip khoan tién vay véi l3i suét thap,
thi tuc don gian; yéu ciu nan nhan déng phi lam thu tuc £i chiém doat.

(8) Cai ting dung, dudng din (/ink) quang céo c& bac, ca do, tin dung den:
Céc dbi tuong gai biy quéang cdo, tng dung cho vay; nan nhan sau khi cai dat
tmg dung va cip quyén cho ting dung truy cap dién thoai s& bi ké gian chiém
doat thong tin cad nhan.

(9) Gia mao trang thong tin dién tir, co quan, doanh nghiép: Tao trang web
gia mao c6 giao dién gibng vai trang web cla cac co quan, doanh nghiép. Ngudi
dung khai bdo théng tin trén trang web gia s& bj dénh cép théng tin c4 nhan.

(10) Gia mao SMS brandname, phét tan tin nhin gia mao: Céc dbi tuong st
dung tram phét séng BTS gia mao d& gui hang loat tin nhén lira déo toi nguoi
" ding. Nan nhén lam theo huéng-din tir-tin nhin s& bi danh cép théng tin-

ca nhén.

(1 1) Lira ddo déu tu chimg khoén, tién 2o, da cAp: Gui link thanh toan
truc tuyén tham gia san giao dich 4o, yéu ciu nan nhan gii tién dit coc rdi
chiém doat.

(12) Lira dao tuyén cOng tac vién online: Tuyén cdng tdc vién “viéc nhe
lwong cao” - gid mao cic trang san thuong mai dién tir (Tiki, Shopee, Lazada va
cdc thuong hiéu Ion) dé chiém doat tai san cia nan nhan.

(13) Panh cip tai khoan mang x4 hoi, nhén tin ltra dao0: Chiém quyén déng
nhap vao tai khoan facebook, zalo nhan tin cho ban be, ngudi than hoi vay tién.
(14) Gia danh co quan Céng an, Kiém sat, Toa 4n: Cac dbi tirong gia danh

cO quan Cong an, Kiém sat, Toa 4n dé goi dién ham doa va sir dung c4c chiéu
trd lira ddo nham chiém doat tai san cia nan nhan

(/5) Rao ban hang gia, hang nhai trén san thuong mai dién tir: Dang tai
quang cao m01 chao ngudi tiéu ding mua hang gia, hang kém chét lugng khong
0 nguon goc trén cac san thuvong mai dién tir.

(16) Péanh cép théng tin CCCD di vay ng tin dung Céac dbi tuong bay
ngudi dung internet khai' bao thong tin CCCD trén cdc mau khao sat. Tir d6 str.
dung théng tin c4 nhan d4 danh cp dé vay no tin dung.
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(17) Chuyén nham tién vao tai khoan ngan hang: Liura dao chuyén nham fidn
vao tai khoan ngén hang va gia danh ngudi thu hoi no dé yéu cau tra lai s6 tién.

(/8) Dich vu lay lai tién khi da bi lra: Gia danh nhan vat c6 uy tin, strc anh
huong lién hé cung cép dich vu lay lai tién da mat cho nan nhan roi yéu cau nan
nhan thanh toan trude hodc cung cap thong tin ca nhan.

(19) Panh ciap Telegram OTP: Lép tai khoan telegram gia danh céc co
quan, td chirc; giri tin nhin yéu cAu xac thuc tai khoan cho nan nhan nhim
chiém doat ma OTP dé truy cép tai khoan cua ho.

(20) Tung tin gia vé cudc goi mt tién FlashAL: Goi dién thong bao tin gia,
hudng dan phong tranh cudc goi mét tién FlashAlL Nan nhan lam theo hudng
dan s& bi chiém doat thong tin ca nhén.

(21) Dich vu léy lai tai khoan facebook: Tao trang web quang cdo dich vu
lay lai tai khoan facebook. Yéu cau ngudi dung cung clp tién coc, thong tin ca
nhan sau d6 chiém doat.

(22) Rai link Phishing, Seeding, quang céo ban trén mang xa hoi: Tao trang
web gia mao ngén hang hodc dich vu truc tuyén véi muc dich thu thap thong tin
c4 nhan cia cac nguoi dung internet.

(23) Du bao sb 16, sb dé&: Cac ddi tuong chiéu du neudi dung choi dé va
yéu cau nan nhén chi tra tién theo tuan, thing, hoa hong.

(24) Bly tinh cam, du tu tai chinh, gui buu kién, trang thudng: Cac doi
tuong thong qua cac trang mang xa hoi va tmg dung hen ho tiép can nguoi dung;
1oi dung tinh cam nan nhan Iua chuyén tién, kéu goi dau tu tai chinh.

Dé chu dong phong ngura, d4u tranh vai toi pham st dung cépg ngheé cao
lira dao chiém doat tai san, Cong an thi xa Dong Hoa dé ngh\i cac dong chi phoi
hop tuyén truyén dén toan thé can bo, cong nhan vién va quan chung Nhén dan
trong co quan, dia ban biét, ndm vimg. Moi truong hop phét hién hanh vi vi pham,
kip thot t6 gidc dén Cong an x4, phudng noi gan nhit hodc qua Truc ban ,h‘mh Sl
Cong an thi xa (dién thoai s6: 02573.532.010) dé duoc hudng dan, gidi quyet.

Vi x4 hoi binh yén va hanh phuc cua toan dan, Céng an thi xa Bong Hoa
dé nghi cac déng chi quan tam phéi hop, chi dao thuc hién./p ‘
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